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Abstract
This paper introduces a novel integrated hybridmalware attack detection algorithm, focusing on
enhancing cybersecurity within blockchain systems by addressing the prevalent challenges of
Byzantine fault tolerance, Reentrancy, andDDOS attacks. The significance of this research lies in its
contribution to safeguarding blockchain technology, a cornerstone for secure, decentralized digital
transactions, against sophisticatedmalware threats. Current cybersecurity solutions frequently fall
short of offering a complete defensemechanism,making it difficult to effectively combat a variety of
dynamicmalware attacks at the same time. Thus, themain objective of this research is to provide a
hybrid framework that combinesDDOS attack prevention, reentrancy attack detection, andByzantine
fault tolerance detection into a single, cohesive architecture. The proposed hybrid framework
encompasses a detailed algorithmic approach integrating SHA-256 andDSA to analyze the
aforementioned threemalware attacks. A hybridmodel combining these algorithms, implemented in
one block, has been developed tomitigatemalicious activity. Thesemeasures aim to improve
computational complexity and expedite executionwithin the network of nodes. To test the efficacy of
the proposed framework, the approach is tested on theNSL-KDDdataset to analyze themalicious
activities. The performance analysis of the proposed frameworks presents a recall and F1 score of 73
and .68 respectively. Furthermore, for efficientmitigation, the time and space complexity analysis is
performed on proposed algorithms for attack analysis, which resulted in a combination of constant
and linear time complexity operations. Thefindings reveal that the proposed algorithm successfully
identifies andmitigates the targetedmalware attacks andmaintains optimal performance in terms of
time and space complexity. Specifically, the algorithm showcases linear and constant time complex-
ities across different attack vectors, ensuring swift and scalable defense capabilities. This research’s
contribution to the cybersecurity field is significant, offering a robust, scalable solution that enhances
the resilience of blockchain networks against a broad spectrumofmalware attacks.

1. Introduction

Blockchain technology has emerged as a revolutionary and collaborative platform, enabling secure and
transparent digital transactions [1]. Blockchain provides a decentralized technology that enables the creation of a
secure and transparent environment for data sharing in a Peer-to-Peer (p2p)network. It operates as a
decentralized and distributed ledger, where data is saved in blocks and then kept in a hyperledger or immutable
ledger. These blocks are then shared over a p2p network [2]. It is also known asDistributed Ledger Technology
(DLT), which creates andmaintains all the user recordswithin the block [3]. During the updation of information
in the block, the copy of information gets updated atmultiple decentralized locations simultaneously [4].

The blocks in the blockchain are cryptographically linked together to securemore data within the data. It
alsomanaged to transfer crypto-assetsmore securely and fast tomaintain the optimizationwhile executing the
process [5]. These assets can be tangible (cash, car, accounts,financemanagement, etc) or intangible (intellectual
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property (IP), copyright, etc). The blockchain’s significance lies in its ability to safeguard data through
cryptographic techniques, connecting it in the formof connected nodes (linked-list). It also offers transparency,
flexibility, accessibility, and the ability to trace payment orders and account data [6, 7].

Blockchain technology, which provides decentralized and transparent solutions, has completely changed the
waywe store andmove data. It operates on a decentralized ledger, allowing anyone to trade their information or
data [5]. Connectedmembers are responsible formaintaining the usability policies of the Blockchain platform.
Due to its decentralized and unchangeable characteristics, it has attracted significant attention across various
sectors. However, like any innovative technology, blockchain is not immune to security vulnerabilities [7].
Reentrancy, Byzantine Fault ToleranceDetection, andDistributedDenial of Service (DDoS) attacks pose
significant threats to the reliability and trustworthiness of blockchain systems [5–7]. The presence of these
security vulnerabilities emphasizes the necessity for ongoing innovation and advancement in blockchain
technology to outpacemalevolent entities [8, 9].

Considering the dynamic nature of blockchain technology and its associated security consequences, the
objective of this study is to examine the principles underlying security assaults on blockchains and provide
solutions to improve resilience and detection capabilities. In this paper, the following key steps are considered
for the development of secured infrastructure for blockchain.

• Investigating the fundamentalmechanics of blockchain technology, including analyzing its features,
understanding the reasons for its adoption, and examining the procedures of generating requests andmining.

• Examining the origins, effects, and possible weaknesses caused bymalware attacks on blockchain platforms,
with a focus on the necessity of implementing strong securitymeasures.

• Comprehensive analysis ofmalware assaults, specifically examining their development, the decision-making
mechanisms in peer-to-peer networks, and the potential consequences for blockchain security to identify the
current security challenges.

• Analyzing the recent work done for the development of securitymeasures in blockchain and evaluating the
effectiveness of popular securitymeasures such as SHA-256 and digital signatures.

• Proposing a hybrid solution that combinesDDOS attack prevention, reentrancy attack detection, and
Byzantine fault tolerance detection into a single, cohesive architecture.

• Evaluating the effectiveness of the proposed framework by implementing it formalicious activity detection.

• Evaluating the feasibility of the proposed algorithms through time and space complexity analysis.

Following the aforementioned approach, in this paper, an integrated hybridmalware attack detection
framework is proposed for enhancing existing securitymeasures in blockchain. The framework encompasses a
detailed algorithmic approach integrating SHA-256 andDSA to analyzeDDOS attack prevention, reentrancy
attack detection, andByzantine fault tolerance detection into a single cohesive architecture. A hybridmodel
combining these algorithms, implemented in one block, has been developed tomitigatemalicious activity.
Thesemeasures aim to improve computational complexity and expedite executionwithin the network of nodes.

The proposedwork presented in this paper is organized as: section 2 provides an overview of blockchain
technology and examines different types of attacks, as well as their corresponding solutions. This section also
provides a summary ofmany related studies on the subject of developing optimum securitymeasures. In
section 3, the proposed framework is described followed by its implementation-related details in section 4. In
section 5, various results obtained during the implementation are presented.Majorfindings are then concluded
in section 5.

2. Literature review

The recent development of blockchain technology has fundamentally transformed howdata is stored and
transmitted, providing decentralized and transparent solutions [1]. Blockchain is a secure, immutable ledger
database used for digital transactions. It operates on peer-to-peer networks and uses end-to-end encryption to
preventmalicious or unauthorized activity [2, 3]. The secure hashing algorithm i.e., SHA-256 is used to add
blocks to the blockchain. It is a cryptographic function that converts text into a unique alphanumeric string,
known as a hash value.Miners solve amathematical puzzle called Proof ofWork (POW) and Proof of Stake
(POS) to create blocks [10].
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The decentralized and unchangeable characteristics of blockchain technology have attracted significant
attention across various industries. Nevertheless, similar tomany groundbreaking technologies, blockchain is
susceptible to security flaws [6, 7].

Security attacks on blockchain can target various aspects of the technology, including the underlying
consensusmechanisms, smart contracts, and the network itself [7]. In the past few years, various attacks have
been identified and analyzed by researchers to further generate a securemechanism to overcome these attacks.
Themost common security attacks and their impacts on the blockchain are summarized in table 1 [6, 7, 11, 12].

Understanding the concerns presented in table 1 and executing resilient solutions is crucial formaintaining
the integrity and reliability of blockchain-based systems.Over the past few years, researchers have tried to
explore the applicability of blockchain technology in a variety of industries [10–16]. They have explored various
implementation and security-related issues also thatmay affect the implementation of blockchain. A lot of
securemechanisms have also been explored by researchers tomitigate these issues [17–27]. To provide a secured
blockchain infrastructure, in this section, a thorough analysis has been performed on the existing literature to
identify the various security issues and their possible solutions.

An overview of the fundamental ideas behind blockchain technology, including its architecture, consensus
processes, and projected advancements, is provided by authors in [1–5]. Additionally, researchers in [6–8, 11]
provide a thorough analysis of themany forms of cyberattacks and countermeasures. Authors have also
examined the suitability of blockchain technology formany purposes across several sectors, including
cryptocurrency [10, 11], decentralized banking [13], secured healthcare [14, 15], wireless communication [16],
Government Sector [17], etc. During the implementation of blockchain for different applications, authors have
reported different types of security attacks at different phases of the implementation. Furthermore, different
solutions have been provided by researchers to overcome these issues. To provide a systematic analysis of
security attacks, thework reported by different authors is summarized in table 2. It presents the analysis of the
work done in thefield of implementing blockchain in different industries, various security issues, and their
possible solutions. Here several security challenges arise with blockchain technology and viable strategies to deal
with these vulnerabilities are addressed.

Over the past few years, experts investigated thoroughly into numerous security procedures to provide
secured blockchain infrastructure as presented in table 2. A secure blockchain infrastructure ensures data
integrity and authenticity. Cryptographic techniques are used in blockchain to check the integrity and
authenticity of data during transactions. Digital signatures are generally used to encrypt and authenticate the
electronic information. A public-key cryptography algorithm calledDSA is used to create and authenticate
digital signatures [28]. DSA is used in blockchain to create digital signatures that attest to the integrity and
authenticity of transactions. A user creates a digital signature with their private key and appends it to the
transaction datawhen theywish to conduct a transaction on the blockchain. The sender’s public key and the
digital signature that is attached can then be used by other network users to confirm the transaction’s integrity
and legitimacy [28, 29]. DSAprovides non-repudiation and guarantees that transactions cannot be changed or
falsified by assuring that only the owner of the private keymay provide a legitimate signature. Furthermore, a
series of cryptographic hash algorithms called SecureHashAlgorithms (SHA) is intended to generate afixed-size
output, or hash value, fromvariable-sized input data. Blockchain hashes awide range of data types, including
transactions, blocks, and public keys, using SHA functions [30]. The term ‘blockchain’ refers to the chain of
blocks that are created in a blockchain since each block usually includes a hash of the header from the preceding
block. A SHA function, like SHA-256 in Bitcoin, is used to generate this hash. It is computationally impossible to
tamperwith blockchain data without being detected because of SHA functions, which guarantee that each
change to the data being hashed produces an entirely different hash value [31, 32].

A lot of work has been done in literature, where authors have explored SHA andDSA for creating a secured
blockchain infrastructure [28–32]. Table 3 summarizes thework focusing on implementing SHA andDSA. It
presents an overview ofmethodologies and applications in blockchain security, focusing primarily on
employing theDSA algorithm to establish a framework for public and private key signatures in the blockchain
and the implementation of the SHA-256 algorithm to analyze behavior patterns in the blockchain. Data is
hashed using SHA to guarantee its integrity and immutability within the blockchain, and digital signatures are
created and verified usingDSA to guarantee transaction integrity and authenticity. All of these cryptographic
building blocks are essential for keeping the blockchain network safe and participants’ confidence.

In this section, a thorough analysis has been performed onmalware analysis and detection in blockchain
technology. A detailed analysis of the literature presents, that blockchain infrastructure is vulnerable to dynamic
malware attacks. However, due to its decentralized and unchangeable characteristics, it has a future across
various sectors. By addressing these attacks through innovative solutions, robust protocols, and continuous
vigilance, blockchain ecosystems canmaintain their integrity, security, and trustworthiness in an increasingly
interconnected digital landscape. To provide a secured infrastructure, here a hybrid framework is proposed
combining SHA-256 andDSA cryptographic algorithms to deal with the Reentrancy, Byzantine fault tolerance
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Table 1. Security attacks and blockchain and their analysis.

Attack Description Impact on blockchain networks Possible solutions Application

Byzantine Fault Toler-

ance Problem [12]
Ability to form somemalicious fail node in between

the nodes.

It depictsmalicious activity inmining blocks, poten-

tially compromising the consensusmechanism.

Implementing consensus algorithms such as

ByzCoin, practical Byzantine Fault Tolerance (PBFT)
etc and employing cryptographic techniques such as

digital signatures and hash algorithms etc.

Bitcoin,Monero, Smart Con-

tractDeployment

Sybil Attack [7] This attack involves onemalevolent actor creating

several fictitious identities, or ‘Sybil identities,’ to

take over a system or network. In the case of block-

chain, it can disrupt the network’s normal opera-

tion,manipulate consensusmechanisms, or gain

unfair advantages, such as controlling amajority of

nodes.

Impairs the validation and decision-making process

in the blockchain network, potentially allowingmal-

icious nodes to exert disproportionate influence.

Implementing identity verificationmechanisms or

reputation systems can help prevent Sybil attacks by

requiring participants to authenticate their identities.

PoWandPoWare popular approaches to avoid Sybil

attack.

General Blockchain

Transactions

DDOSAttack [7, 11] Adenial-of-service attack (DDoS) is an intentional
attempt to spoof a server, service, or network by

flooding it with unsolicited internet traffic. It

leveragesmultiple compromised devices (often a
botnet)distributed across the internet to coordinate

the attack.

Disrupts blockchain network operations by over-

whelming traffic, potentially leading to service

unavailability.

ImplementingDDoSmitigation techniques such as

rate limiting, IP blocking, trafficfiltering, and using

decentralized hosting solutions can helpmitigate the

impact ofDDoS attacks on blockchain networks.

Bitcoin Transactions, Block-

chainNetworkOperations

Reentrancy

Attack [6, 11]
It refers to a vulnerability where a functionwithin a

smart contract can be called recursively before the

previous calls are completed. This can lead to unex-

pected behavior and potential security exploits,

allowing an attacker tomanipulate the contract’s

state or drain its funds.

Exploits vulnerabilities in smart contracts, potentially

causing financial losses and disrupting contract

execution.

Mutual Exclusion Locks are generally used to prevent

multiple calls to the same function fromoccurring at

the same time to avoid a reentrancy attack.

Smart ContractDeployment,

Decentralized Applications

(DApps)

51%Attacks [7] In Proof ofWork blockchains, a 51% attack occurs

when a single entity or group controlsmore than

half of the network’smining power.

Itmanipulate transactions, double-spend coins, or

halt confirmations.

Employingmechanisms such asmulti-algorithm

consensus, wheremultiple hashing algorithms are

used simultaneously, or transitioning to Proof of

Stake consensus, which requires attackers to control a

majority of the cryptocurrency to compromise the

network, canmitigate the risk of 51% attacks.

BitcoinMining, Blockchain

NetworkConsensus

Mechanism
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Table 2.Blockchain implementation and related security issues in different applications.

References Description Methodology

[18] (2024) Presents a novel approach to improve cloud computing

security through the integration of lightweight blockchain

technology and encryption techniques.

The lightweight design of the blockchain implementation

addresses issues with performance overhead and scalability.

This entails optimizations including utilizing effective con-

sensus procedures and storing transaction data in a dis-

tributed hash table (DHT).
[19] (2024) Smart contract reentrancy vulnerabilities have the potential

to cause significant security lapses aswell asmonetary losses.

This paper focuses on discovering possible attacker con-

tracts to detect vulnerable reentrancy issues in smart

contracts.

The paper describesmethods for identifying contracts that

are attackers based on how they behave and interact with vul-

nerable contracts. To find unusual activity suggestive of

reentrancy attacks,may entail examining transaction data,

contract interactions, and transaction histories.

[20] (2023) This study offers a comprehensive analysis of howmalware

has taken advantage of blockchain technology. It looks at

how secretmeans of communication are used in secure

settings.

For Ethereum smart contracts, amechanism known as

Smart-Zephyrus is being developed to allow for covert chan-

nel communication. A large number of real-world smart

contracts are used, and a public proof of concept ismade

accessible as an open-source project, to preserve the con-

fidentiality of the information.

[21] (2023) It focuses on ransomware attacks in the healthcare industry,

inwhichmalevolent parties encrypt private patient infor-

mation and demand payments in exchange for the key. Ser-

ious hazards to patient privacy, data integrity, and

healthcare operations are presented by these attacks.

A blockchain-based systemdesigned especially for digital

healthcare contexts is presented in this study. This archi-

tecture probably consists of elements like ransomware detec-

tion andmitigation, immutable audit trails, secure data

storage, and access controlmechanisms.

[22] (2023) It focuses on the secure and efficient sharing of electronic

medical records (EMRs) using blockchain technologywhile
mitigating the risk ofmalicious propagation.

The article addresses particularmethods or algorithms

intended to identify and reduce the spread of harmful soft-

ware or unapproved changes inside the blockchain network.

To guarantee the integrity of shared EMRs, this involves con-

sensus-based validation techniques, signature-based detec-

tion, or anomaly detection.

[23] (2022) Avatar-basedmetaverse environments are becomingmore

popular as problem-solving tools. AlthoughRoblox,Mine-

craft, and Fortnite are platforms that provide services, they

are susceptible to security breaches.

This work suggests a secure communication systempara-

digm formetaverse environments thatmakes use of recipro-

cal authentication via ‘Elliptic Curve Cryptography (ECC)’
and biometric data. The ‘Burrows–Abadi–Needham (BAN)’
logic, the ‘Real-or-Random (ROR)’model, the ‘Automated

Validation of Internet Security Protocols andApplications

(AVISPA)’ system, and informal security analysis all serve to

illustrate the security of themethod.

[24] (2022) Cryptocurrencymining is carried out usingminermalware,

commonly referred to as cryptocurrencymining hijacking

assaults, which take advantage of the victim’s computer

resources tomine cryptocurrency.

It presentsMBGINet,method that uses graph neural net-

works (GNNs) and behavior patterns to identify bitcoin
miningmalware. It examines the characteristics of the func-

tion call and control flow graphs, extracts connection fea-

tures from crucial nodes, and converts those features into

feature vectors.

[25] (2022) Traditional ways of authenticating and authorizing (A&A)
people in smart gridsmay have flaws like single points of

failure, not being clear, and being easy to hack.

Using a consortiumblockchain approach, the A&Aprotocol

is developed and deployed on the FISCO andHyperledger

platforms.Moreover, smart contracts aremaintained and

recorded via patching techniques.

[26] (2021) In this paper, the predominance of distributed software sys-

tems—composed of linked components operating on sev-

eral network nodes—is discussed. These systems are

vulnerable tomalware infections, insider assaults, and illegal

access, among other security risks.

Accurately differentiating betweenmalicious and normal

behavior is one of the obstacles in detecting assaults in dis-

tributed software systems, alongwith the complexity of sys-

tem interactions and the diversity of attack paths. This

research suggests addressing these issues by incorporating

blockchain technology into stand-alone behavior-based

attack detectionmethods.

[27] (2018) It examines the safety features of blockchain technology

with a focus onfinding and reducing the risks connected

with 51%attacks.

This study uses anomaly detectionmethods, transaction his-

tories, and network hash rate distributionmonitoring to find

unusual behavior suggestive of a possible 51% attack.

Enhancements to the consensusmethod are also included,

encouraging decentralization and boosting network security

with features like checkpointing and delayed finality.
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detection, andDistributedDenial of Service (DDoS) attacks in a combinedway. A detailed discussion of the
proposed approach and its implementation is presented in further sections.

3. Proposed integrated hybridmalware attack detection algorithm

This section presents the architecture and algorithms that are suggested to assess blockchain attacks by
combining SHA-256 hashing algorithmswith digital signatures to improve the security of blockchain
transactions. Figure 1 shows the suggested three-layered architectural paradigm for attack analysis inside a
blockchain framework.

• Input Layer: The topmost layer outlines the components necessary to form a blockwithin the blockchain. It
includes elements such as the block number, nonce, timestamp, the hash value of the previous and current
block, and references to Proof ofWork (PoW) and Proof of Stake (PoS)mechanisms.

• Security Layer: Themiddle layer specifies the core security features of the blockchain. It includes the SHA-256
hashing algorithm,which encrypts the block datawith a 64-bit output. This layer also encompasses digital
signatures, which verify the authenticity and integrity of transactions. Additionally, it highlights the use of
public and private keys, which are essential components of blockchain cryptography.

• Data Layer: The bottom layer represents the data types or entitiesmanagedwithin the blockchain. It consists
of transactions, which are the fundamental operations conducted on the blockchain, Bitcoin (or other
cryptocurrencies), whichmay be the subject of the transactions; personal documents, which can be encrypted
and stored or transferred securely; and private information, which underscores the need for security and
privacy in the blockchain network.

The combination of SHA-256 andDSA is then deployed to detect andmitigate variousmalware attacks,
including Byzantine fault tolerance, reentrancy attacks, andDDOS attacks. The process of detection of the
aforementioned attacks is further summarized in detail.

3.1. Byzantine fault tolerance detection
The Byzantine Fault ToleranceDetection algorithm involves acquiringmessages for attacked blocks,making
decisions based on problem checks, and implementing a blockingmechanism. The algorithmdetects and prints

Table 3.DSA-SHA-based cryptographic solutions forData Security in Blockchain Infrastructure.

References Methodology Analysis

[28] (2023) The focus of this paper is on newdevelopments in crypto-

currencywallet technology, especially the addition of digital

signatures to improve security and usability.

The study explores the function of digital signatures in Bit-

coin transactions. Digital signatures enable wallets to

securely authorize and protect transactions against tamper-

ing. In addition, the article explores sophisticated crypto-

graphicmethods likemulti-signature (multisig)wallets and
hierarchical deterministic (HD)wallets, which provide

enhanced security and flexibility.

[29] (2023) The paper investigates how cryptographic algorithms can be

used to enhancemalware detection techniques.

The paper evaluates the use of cryptography algorithms in

malware detection, with a focus onmulti-signature hashes

and key-delivery algorithms.

[30] (2023) This paper presents an analysis of the digital signature and

hash algorithms used in the Bitcoin and Ethereumblock-

chain networks.

The study explores the utilization of digital signature algo-

rithms, specifically Elliptic CurveDigital Signature Algo-

rithm (ECDSA), in Bitcoin and Ethereum to authenticate

and verify transactions. It also implemented cryptographic

hash functions, specifically SHA-256 (SecureHashAlgo-

rithm 256-bit) in Bitcoin andKeccak-256 (a derivative of
SHA-3) in Ethereum.

[31] (2022) Hash functions are extremely useful and can be found in

almost all applications that deal with information security;

consequently, hashing techniques are themost secure of the

available options.

Here SHA-512, a novel hash-based technique is suggested

for blockchain infrastructure, which operates on 1024-bit

blocks and employs 64-bit words. Authors demonstrated

that SHA 512 ismore resistant to collisions than its

predecessor.

[32] (2019) Conventionalmethods forfindingmalware often rely on sig-

nature-based detection, which checksfiles thatmight be

malicious against a database of known forms ofmalware.

This paper proposes a blockchain-basedmalware detection

method that utilizes shared signatures of suspectedmalware

files, enabling users to respond quickly to increasing threats.
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whether the block is attacked for each block, utilizing a comprehensive process to address Byzantine fault
tolerancewithin a blockchain system. Figure 2 presents the proposed algorithm for byzantine fault tolerance
detection in blockchain networks.

3.2. Reentrancy attack detection
TheReentrancy AttackDetection algorithm involves the creation of fake files by the attacker tomanipulate
smart contracts. The attacker contracts with a bank account, establishes a code for looping to receive Bitcoin,
and creates a fallback function for bank statement commands. The execution includes calling the fallback
function, initiating the attack command, and retrieving the balance through a public function. This
comprehensive approach aims to detect and prevent reentrancy attacks in blockchain systems. Figure 3
represents the proposed approach for reentrancy attack detection in a blockchainNetwork.

3.3.DDOS attack detection
TheDDOSAttackDetection algorithm employs amulti-stepmechanism. It detects denial of service attacks by
scrutinising payload drops and takes actions such as adding source IP addresses to blacklists or graylists for
effective defence. The algorithm efficiently handles various scenarios, offering robust protection against DDOS
attacks in blockchain systems. Figure 4 presents the adopted approach forDDOS attack detection in blockchain
networks.

The proposed approaches presented here, present an integrated approach to deal with byzantine fault
tolerance, reentrancy attack, andDDOS attacks through a securedmechanism combining SHA-256 andDSA. It
has the capability of providing a robust defense against variousmalware threats in blockchain systems.

4. Implementation

In this section, a detailed discussion on the implementation of the above-proposed framework and various
algorithms for attack analysis is thoroughly discussed. The basic steps involved during the implementation
involve data preprocessing, feature extraction, and integration ofmultiple detectionmethods. A step by step
procedure of implemention is presented inAlgorithm1 and is analyzed further.

The implementation of thementioned hybridmalware detection approachwhich combines various
techniques like anomaly detection, signature-based detection, and behavior analysis is executed in Python. To
check the efficacy of the proposed approach, the algorithm is tested on theNSL-KDDdataset [33, 34]. It consists
of several features related to network connections, which are indicators of normal ormalicious activity (e.g.,

Figure 1.Architecture for optimized analysis of attack in blockchain.
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duration, protocol, service,flag, src_bytes, dst_bytes, various rates like dst_host_same_srv_rate, and a target
variable indicating the class of activity, such as normal, Neptune, saint, scan).

TheNSL-KDDdataset is an improved version of theKDD'99 dataset designed to solve some inherent
problems, such as redundant records in train and test sets. TheNSL-KDDdataset includes a set number of

Figure 2.Approach for Byzantine fault tolerance detection in blockchain network.

Figure 3.Approach for reentrancy attack detection in blockchain network.
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selected records, ensuring that the results fromdifferent researchworks are consistent and comparable. The
dataset can be accessed from theNSL-KDD repository, which providesfiles in bothARFF andTXT formats for
training and testing purposes.

The dataset comeswith predefined training (KDDTrain+.txt) and testing sets (KDDTest+.txt), whichwere
utilized in this study to ensure comparability with other research in the field. The training set (KDDTrain+.txt)
and testing set (KDDTest+.txt) are used as provided, with no further random subdivision in our experiments.
This choice is based on the need tomaintain the integrity of comparative evaluations across various studies using
the same dataset. Although theNSL-KDDdataset is pre-split, further cross-validationwithin the training set for
internal experiments was controlled using a fixed random_state parameter, set to a specific value
(random_state= 42). This approach ensures that subset generationwithin the dataset is reproducible by other
researchers. A Python code snippet for data loading and splitting is given below.

from sklearn.model_selection import train_test_split
# Load your dataset
X, y= load_data(‘KDDTrain+.txt’)
# Splitting the dataset into training and validation sets
X_train, X_val, y_train, y_val= train_test_split(X, y, test_size= 0.3, random_state= 42)
The algorithm, employing techniques for Byzantine fault tolerance, reentrancy attack detection, andDDOS

attackmitigation, demonstrates a robust framework for safeguarding blockchain systems. Usingmultiple
detection strategies enhances the comprehensive defensemechanism against diversemalware attacks. The
architectures (figure 1) andflowcharts (figures 2–4) outline the structured approach to tackling specific
vulnerabilities in blockchain, which helps pinpoint and respond to security breaches effectively.

Figure 4.Approach forDDOS attack detection in blockchain network.
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5. Analysis

To analyze the feasibility of the proposed framework, the time-space complexity of the framework is performed
for different types of attacks and a combined accuracy is also extracted. Furthermore, security analysis is also
performed to check the correctness and soundness of the framework.

5.1. Performance analysis
The integrated hybridmalware attack detection algorithm exhibits commendable outcomes across three key
malware attacks.

For Byzantine Fault ToleranceDetection, the proposed algorithm efficiently acquiresmessages from
Byzantine blocks (O(P)), makes decisions based onByzantine problems (O(n)), and blocks besieged blocks (O
(P)). It successfully detects Byzantine attacks, offering detailed information about attacked blocks. The overall
time complexity isO(P+n), and the space complexity isO(P). For Reentrancy AttackDetection, the proposed
algorithmwith constant time complexities (O(1)) for creating fakefiles, contracting with the bank, and
executing fallback functions, the algorithm successfully identifies reentrancy attacks, providing insights into
balance retrieval and attack execution. Both time and space complexities areO(1). Finally, DDOSAttack
Detection, it swiftly detects denial of service attacks (O(1)), efficiently handles the same payload (O(1)), and
managesmalicious payloads (O(1)). It identifies and handles DDOS attacks promptly,managingmultiple types
of nodes simultaneously. The overall time and space complexities areO(1).

In an integrated hybridmalware detection algorithm,O(P) andO(n) are used to describe the time
complexity of the proposed algorithms in terms of the number of operations required relative to the size of the
input data. O(P) of operations is linear concerning the number of blocks (P) being processed or analyzed. It
refers to the part of the Byzantine Fault ToleranceDetectionwhere each blockwithin the blockchain is
individually assessed to determine if it has been compromised. O(n) of the operations scales linearly with the
number of decision checks ormessages (n) being handled. It refers to processes that involvemultiple decision-
making steps & transactions within the systembased on certain criteria that are evaluated one at a time.

The efficiency and performance of the proposed algorithm is calculated as
Overall Efficiency and Performance:
Efficiency:
TimeComplexity: O(P+ n+ 3) - Sum of time complexities from each component.
Space Complexity: O(P+ 2) - Sumof space complexities from each component.
Performance Parameters:

Algorithm1.ProposedHybridMalwareDetection System.

Input:Dataset with features and labels

Output:Prediction results

Steps:

Dataset andModel Training:

•Dataset Composition:This consists of network connection features categorised as normal ormalicious activities.

•FeatureDetails: Includes key indicators such as duration, protocol type, service type, and byte counts.

•Dataset Split:

•Training set: 70%of the data is used formodel training.

•Testing set: 30%of the data is reserved for evaluating themodel’s performance.

•Purpose of Split:Ensures sufficient data for effectivemodel learning and provides an ample subset for unbiased performance testing.

Feature Extraction:

• Implement feature extractionmethod (in this case, themethod simply returns the datawithoutmodification).
DefineHybridDetectionModel:

• Initialize themodel with a dictionary containing instances ofRandomForestClassifier.

•Define a trainingmethod that iterates through themodels, training each on the dataset.

•Define a predictionmethod that aggregates predictions from eachmodel. For each instance in the test set, predictions from allmodels are

averaged to form a final prediction.

Execution:

• LoadNSLKDDdataset [33].
•Preprocess the data to obtain scaled features and labels.

• Split the dataset into training and testing sets using train_test_split.

• Initialize the hybridmodel.

•Train themodel using the training data.

•Generate predictions on the testing set.

•Evaluate themodel by comparing the predictions to the true labels, printing out a classification report.

Endof Algorithm
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TimeComplexity: O(P+ n)
Space Complexity: O(P)
Overall, the integrated algorithmprovides a holistic defense against Byzantine, reentrancy, andDDOS

attacks, efficientlymanaging and analyzing different types ofmalware. The combined time complexity isO
(P+n+ 3), and the space complexity isO(P+ 2).

Furthermore, the analysis of the proposed approach for detectiong themalicious activities is done through
random forest classifier as discussed inAlgorithm1. The analysis of the transactional database through the
RandomForest Classifier to detectmalicious activity can be visualized through the scatter plots presented in
figures 5 and 6. These figures demonstrate the analysis of fraudulent files designed to compromise the entire
system. Infigure 5, 0 represents transactions that are not fully requested and detected as amalicious file in the
block, and 1 represents the successful transactions in the block network. Figure 6 represents the behavior
analysis of each transaction i.e., a request to generate a block to add that block to the blockchain network.Here,
0 represents a situation of successfully authenticated blocks and the addition of blocks in the blockchain
network, whereas 1 represents themalicious nodeswho could not pass the authentication process of blocks.

For a comprehensive evaluation of performance variousmetrics such as precision, recall, and F1-score are
considered. Thesemetrics are essential for evaluating the algorithm’s effectiveness in identifying andmitigating
malware attacks within blockchain systems. Various formulas used for their calculation are given below:

Accuracy: Thismetric evaluates the overall correctness of themodel across all predictions.

Accuracy
Number of Correct Predictions

Total Number of Predictions
=

Figure 5. Scatter plot representing fully requested successful transactions andmalicious transactions.

Figure 6. Scatter plots representing behavior of transaction.
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In this study, it is applied as:

Accuracy
TP TN

TP TN FP FN
1=

+
+ + +

( )

Where TP is true positive, TN is true negative, FP is false positive, and FN is false negative.

Precision
TP

TP FP
2=

+
( )

Recall
TP

TP FN
3=

+
( )

F Score
Precison Recall

Precision Recall
1

2
4=

´ ´
+

( )

The generated results show that the proposed algorithm achieves an accuracy of 73.33%with the following
othermetrics.

Precision: 64.29%
Recall: 73.33%
F1-Score: 68.03%
Execution Time: Approximately 0.99 s

5.2. Security analysis
Toperform a security analysis on the proposed IntegratedHybridMalware AttackDetectionAlgorithmbased
on its correctness and soundness, includingmathematical derivations, we focus on the key components of the
algorithm: Byzantine Fault ToleranceDetection, Reentrancy AttackDetection, andDDOSAttackDetection.
Each component’s effectiveness ismeasured through its operational complexity, and the algorithm’s overall
efficiency and performance are quantified in terms of time and space complexity.

5.2.1. Correctness
Byzantine Fault ToleranceDetection operates with a complexity ofO(P) for acquiringmessages andO(n) for
decision-making, ensuring correct identification of Byzantine attacks.

Reentrancy AttackDetection exhibits constant complexity O(1) across its operations, indicating it correctly
identifies attacks without scaling issues.

DDOSAttackDetection also demonstrates constant complexity O(1), correctly identifying and handling
attacks efficiently.

5.2.2. Soundness
The integrated approach combines thesemechanisms to cover a broad spectrumof attackswith the overall time
complexity ofO(P+n+3) and space complexity ofO(P+2), showcasing the algorithm’s comprehensive
coverage and soundness in defending against diversemalware threats.

6. Conclusion

This paper proposes and deploys a comprehensive hybrid solution to detect andmitigate variousmalware
attacks, including Byzantine fault tolerance, reentrancy attacks, andDDOS attacks. It presents a comprehensive
defensemechanism against these diverse cyber threats. The algorithmdemonstrates efficiency through linear
time complexities (O(P+n)) for Byzantine fault tolerance, constant time complexities (O(1)) for reentrancy
attack detection, andDDOS attack detection components. The Byzantine fault tolerancemodule efficiently
acquires and analysesmessages fromByzantine blocks, providing detailed insights into attacked blocks with a
linear time complexity proportional to the block size ((P)). Simultaneously, the reentrancy andDDOS attack
detection components operate with constant time complexities, swiftly identifying and handling respective
attacks. The amalgamation of these components yields a holistic defence systemwith promising outcomes for
real-timemalware detection and prevention. The overall performance parameters reflect the algorithm’s
effectiveness inmanaging time and space complexities, offering a balanced trade-off between computational
efficiency and resource utilization. The algorithm showcases a robust defense strategy suitable for complex and
dynamic cyber landscapes by addressing Byzantine, reentrancy, andDDOS attacks within a unified framework.
Its scalability and adaptabilitymake it a valuable contribution to the field of cybersecurity, providing a versatile
solution for safeguarding distributed systems and blockchain networks againstmultifacetedmalware threats.
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